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Course Proposal Submitted to the COS Curriculum Committee

1. COURSE NUMBER AND TITLE:

    CDS 151  Data Ethics in an Information Society
Course Prerequisites:

 None
Catalog Description:

CDS 151 Data Ethics in an Information Society (1: 1: 0).  Examination of ethical issues related to access and use of information and data in the Internet age, for the general student, with special emphasis on ethical issues that apply to the proper use and interpretation of scientific and technical information. 
2. COURSE JUSTIFICATION:

Course Objectives:

This course is designed to present and to engage students in activities and discussion related to the serious ethical issues arising from the widespread distribution of data and information in the Internet age.  Students will gain a deeper understanding of ethics as it applies to the use and interpretation of data in the sciences.  In addition to statistical and scientific case studies, students will be presented with practical ethical challenges that they may face in their future corporate, government, or academic employment.  Students will gain an understanding of the following: open data policies; access and use of private versus public data sources; data ownership and proprietary rights; proper use versus misuse and abuse of statistics; deduction, induction, and inference from scientific data; objectivity versus bias in the interpretation of scientific data; data falsification and cases of scientific fraud; and the proper referencing of sources versus plagiarism. 
Course Necessity:

In this age of Info-glut, nearly all of our sciences, agencies, and industries are producing enormous volumes of data and information.  As these data become ever more accessible and visible through the Internet, it is becoming increasingly imperative that we train the next generation workforce in the proper ethical access, handling, use, and interpretation of scientific, technical, and personal data.  Awareness of data ethics issues must be incorporated into our educational and training programs.  In the discipline of data sciences, this is evident in many ways, particularly as ethics applies to data privacy, security, ownership, copyright, integrity, reuse, proper attribution, plagiarism, and data falsification.  Attention to such concepts is a critical and essential component of any scientist's training, but in addition it is now clearly essential for any citizen in an information society. 
Course Relationship to Existing Programs:

The proposed course is an optional course within the Department of Computational and Data Sciences degree programs.  It will provide important complementary material to the more scientific courses.  Since this course focuses on important data ethics issues through a non-technical approach, it will be open and accessible to all students university-wide. 

Course Relationship to Existing Courses:

There are several university courses that address ethical issues, but not one of them focuses on the ethics of proper access, handling, use, and interpretation of data, and none of them even addresses scientific issues relating to the ethical use and interpretation of data. The University Schedule of Classes was searched for any courses with the word “Ethics” or “Ethical” in the course title.  These are the results of that search:
ACCT 742 - Corporate Governance/Ethics
ADJ 306 - Criminal Justice Ethics
BINF 705 – Research Ethics
BIOD 621 - Ethics & International Security (Biodefense)
COMM 454 - Free Speech & Ethics
CS 105   - Computer Ethics & Society
CS 305   - Ethics and Law for the Computing Professional
EDCD 611 - Intro. to Ethical/Legal Issues in School Counseling
EDCD 654 - Counseling, Ethics, and Consultation in Community Agencies
GOVT 443 - Law and Ethics of War
HHS 855  - Ethics in Healthcare Administration
MBA 742  - Corporate Governance/Ethics
NCLC 375 - Leadership and Ethics
NURS 660 - Ethics in Healthcare
PHIL 112 - Ethics and the Cybersociety
PHIL 151 - Introduction to Ethics
PHIL 305 - Business Ethics
PHIL 309 - Bioethics
PHIL 343 - Issues in Environmental Ethics
PHIL 351 - Business Ethics Internship
PHIL 421 - The Philosophical Ethics of Emmanuel Levinas
PHIL 642 - Biomedical Ethics
PUAD 700 - Ethics in Public Administration
SPMT 302 - Sports and Ethics

Based on the catalog descriptions, none of these courses focuses on ethical issues related to access and use of information and data in modern society in spite of the importance of this subject.   

Finally, we note that our proposed new course CDS 151 addresses the ethics component of the university’s General Education IT proficiency requirement: “students are required to have classroom experience in, knowledge of, and appreciation for fundamental ethical issues relating to IT and our changing world. These issues may include, but are not limited to, computer security, privacy laws, public policy issues and professional codes of ethics, intellectual property issues, copyright, security, and financial data.”
3. APPROVAL HISTORY:

This course was approved by the CDS department.

4. SCHEDULING AND PROPOSED INSTRUCTORS:

Semester of Initial Offering:  Fall 2008, or Spring 2009.

Proposed Instructors:  CDS Associate Professors Kirk Borne and John Wallin, and probably others. 
5. TENTATIVE SYLLABUS: See attached.

Syllabus for CDS 151 – Data Ethics in an Information Society
Prerequisites: None
Catalog Description:
CDS 151 Data Ethics in an Information Society (1: 1: 0).  Examination of ethical issues related to access and use of information and data in the Internet age, for the general student, with special emphasis on ethical issues that apply to the proper use and interpretation of scientific and technical information. 
Course Objectives:
This course is designed to present and to engage students in activities and discussion related to the serious ethical issues arising from the widespread distribution of data and information in the Internet age.  Students will gain a deeper understanding of ethics as it applies to the use and interpretation of data in the sciences.  In addition to statistical and scientific case studies, students will be presented with practical ethical challenges that they may face in their future corporate, government, or academic employment.  Students will gain an understanding of the following: open data policies; access and use of private versus public data sources; data ownership and proprietary rights; proper use versus misuse and abuse of statistics; deduction, induction, and inference from scientific data; objectivity versus bias in the interpretation of scientific data; data falsification and cases of scientific fraud; and the proper referencing of sources versus plagiarism. 
Lecture Content:
· Introduction to Ethics
· Introduction to the Information Age

· What are Data and Information Ethics?

· What is Ethical Reasoning? – how do you know that what you believe about something is actually true?

· Information Ethics in general: privacy, copyright, intellectual property rights, plagiarism

· Data Ethics in the Information Age:  open data policies, cyber-trust, proliferation of on-line information, identify theft, and social engineering – who owns my data?

· Scientific Collaboration in the Information Age: peer-to-peer sharing, online collaboratories, social networks, blogs, and wikis – whose information is it anyway? 
· Scientific Data Ethics: integrity in the scientific process, data falsification, proper attribution of sources

· The Ethical (and Legal) Handling and Use of Human Subjects Research Data

· The Proper Use of Statistics – Deduction, Induction, and Inference: critical thinking, objective reasoning, and coming to an unbiased conclusion from your data

· How to Lie with Statistics:  case studies of abuse and misuse, improper practices, bias, and subjectivity

Grading and Evaluation:
Homework (20%): 
Short topic assignments, to delve into and report on specific topics discussed in class.

Class Participation (30%):  Class attendance, participation in class discussions, and contributions to class summaries of the topical homework assignments.

Final Exam (30%):   
Short essays and short answer questions based on the content of the lectures, homework assignments, and class discussions.
HSRB Certification (10%):  Successful HSR Certification through completion of the free on-line GMU Human Subjects Research (HSR) training course
Required Text:  
D. Huff, “How to Lie with Statistics”, W. W. Norton, reprinted 1993 (original printing 1954).









